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Protecting information is a crucial issue in today society, in both work and home environments. Over 

the years, different tools and technologies have contributed to safeguarding information, including risk 

analysis methodologies developed to evaluate the risk of threat materialization despite security measures. 

Traditional risk analysis methodologies base risk computation on, among other parameters, the frequency 

of occurrence of threats, which is gathered from available historical data. However, as new safeguards are 

implemented, and vulnerability potential changes, threat frequencies may also change. 

To take into account the current state of an organization’s system as well as historical data, we propose 

to substitute past threat frequency by the probability of a threat occurring in the future. To compute this 

future threat probability, we use regression models, validated by a risk analysis for a Spanish SME based 

on Magerit (Spanish adaptation of ISO/IEC 27005). The results show that the future probability of each 

threat can be calculated with accuracy, precision, sensitivity and specificity rates above 70%. 

Obtaining a more realistic risk estimate (reflecting to the current state of vulnerabilities) is translated into 

the adoption of better and more efficient safeguards that reduce losses and improve information security 

in a business. 

© 2019 Elsevier Ltd. All rights reserved. 
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. Introduction 

The information and communication technologies (ICTs) are es-

ential resources for our society nowadays, and, with vast amounts

f data saved or sent through the Internet daily, protection be-

omes a priority. This issue concerns all kinds of organizations, in-

luding the home and work environments, where information is

rucial to the proper development of business activities. Files with

onfidential information, and the media where they are stored or

hrough which they are sent are critical points for the safeguarding

f assets. 

Different information security risk analysis methodologies have

een developed to study and evaluate the security measures used

o protect data and how different events could affect informa-

ion assurance ( Fredriksen et al., 2002; Peltier, 2010; Shameli-Sendi

t al., 2016; Suh and Han, 20 03; Yazar, 20 02 ). Traditional method-

logies base their risk calculations on historical data, using threat-

ccurrence frequency as one of the input parameters. However, as
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ew safeguards are implemented and the vulnerability potential

hanges, previously frequent threats may cease to be so. Hence,

n interesting approach would be to explore the use of predictive

lgorithms to estimate threats’ frequency (and, hence, risk levels),

.e., to focus on what could happen in the future rather than re-

iew what has happened in the past. 

The main goal of this work is to include a threat-occurrence

redictive module in the risk analysis process that takes into ac-

ount the current state of the system- in particular, the current

tate of vulnerabilities affecting the system- in order to improve

isk computation, and so identify the most critical risks. The aim

s to develop better and more efficient safeguards that can reduce

osses to businesses by improving information security, once the

ost risky assets are identified. 

The rest of the paper is organized as follows: in Section 2 we

iscuss the background of this research, in Sections 3 and 4 we de-

cribe and evaluate the proposed risk analysis method, and finally,

n Section 5 we conclude the paper. 
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1 Unpredictable highly improbable events, which, when they do occur, have ex- 

traordinary and unpredictable consequences 
2. Related works 

Over the years, in the information security risk analysis field,

multiple studies have been undertaken with different approaches

and objectives, but with the main goal of providing some kind

of information about the risks that could impact on an orga-

nization’s assets. The different studies have focused on specific

contexts, such as the location of vulnerability propagation paths

( Feng et al., 2014 ), data acquisitions systems ( Cherdantseva et al.,

2016 ), legislative requirements and limitations ( Massaccia et al.,

2005 ), and operational continuity ( Suh and Han, 2003 ), among

others. In addition, given its importance, risk analysis is sup-

ported by security-related international standards and national

guides such as ISO-27005 ( International Organization for Stan-

darization, 2008 ), Mehari ( Mehari, 2007 ) CRAMM ( Yazar, 2002 ),

NIST 800-30 ( NIST and SP80 0-30, 20 02 ), and Magerit ( MAGERIT

V.3, 2014 ) along with the corresponding software tools, such as

PILAR ( Procedimiento Informático-Lógico para el Análisis de Ries-

gos, 2019 ) and CRAMM-Manager ( Yazar, 2002 ). 

CORAS ( Coras.sourceforge.net., 2018; Fredriksen et al., 2002 ),

one of the first information security risk analysis projects, was

based on a step-by-step philosophy that begins with a definition

of the analysis objectives and ends with a treatment of the risks.

Following the same philosophy as CORAS is ISRAM ( Karabacak and

Sogukpinar, 2005 ); among other novelties, ISRAM introduced man-

agers and staff in the risk analysis process through the conduct

of surveys whose results were analyzed so that, through dif-

ferent mathematical computations, the cost of risks was calcu-

lated. CORAS and ISRAM represent two ways of approaching the

risk analysis problem: qualitatively and quantitatively. The qualita-

tive approach uses mathematical and statistical tools to estimate

the risk of materialization of a threat to which particular assets

are exposed ( Fredriksen et al., 2002; Rajbhandari and Snekkenes,

2013 ). The analysis provides information about the particular ex-

posure level categorized as low, medium, or high. The quanti-

tative approach ( Bojanc and Jerman-Blaži ̌c, 2013; Karabacak and

Sogukpinar, 2005; Yazar, 2002 ) yields information on cost and loss

that could be incurred in reputation, logistics and economic terms

from the materialization of a threat. 

Both approaches have advantages, but also disadvantages ( Lee

and Ming-Chang, 2014; Xu and Zhao, 2011 ), which is why a third

way is gaining prominence ( MAGERIT V.3, 2014; Yazar, 2002 ). This

new approach -a mixed qualitative-quantitative approach- aims to

improve risk analysis results by exploiting the fact that the weak-

ness of one approach is compensated for by the strengths of the

other. For instance, while qualitative methods quickly and inexpen-

sively determine the areas of greatest risk, quantitative methods

yield a more accurate image of risk in those previously identified

areas. 

However, to take full advantage of the benefits of the mixed ap-

proach, data have to be carefully selected and processed. The data

used for the application of security guidelines are usually obtained

from expert knowledge, which implies a subjective component that

would affect the reliability of the analysis and the precision of the

results. It is necessary to mitigate this risk to ensure results as in-

dependent as possible of the expert. This can be done by endow-

ing the methodology with additional information obtained through

more objective sources and tools, or by introducing fuzzy elements

in the analysis. In any case, it must be remembered that the very

concept of risk implies subjectivity, which is why it is important

to invest efforts in developing a methodology where risks can be

measured objectively. 

Several approaches can be followed to gather additional infor-

mation. Online resources such as Common Vulnerabilities and Expo-

sures (CVE) ( Cve.mitre.org., 2018 ), provide information on known

public vulnerabilities and threats. Known public vulnerabilities are
ummarized in a numerical score known as Common Vulnerability

core System (CVSS) ( Common Vulnerability Scoring System, 2019 ),

hich reflects their principal characteristics and their severity. This

umerical score can be translated into a qualitative representation

such as low, medium, high or critical) to help evaluate and pri-

ritize vulnerabilities in vulnerability management processes de-

ived from risk analysis. In terms of support locating vulnerabili-

ies, commercial tools can be used, e.g., Nessus ( Tenable., 2018 ), a

ulnerability scanner that provides reliable information on an or-

anization’s state of security. 

As mentioned earlier, introducing fuzzy theory is one way of

educing expert subjectivity. A qualitative extension of the Magerit

ethodology ( Vicente et al., 2014 )—based on fuzzy linguistics com-

utational models—is a proposal that enables vague and imprecise

nformation to be used as model input parameters when experts

re not able to provide accurate values. Values for dependent rela-

ionships between assets, value of assets (losses), degradation and

hreat frequency are represented in the system by fuzzy linguis-

ic labels. The results depend on the capacity of experts, based on

heir past experience, to assign an appropriate linguistic label to

ach input. 

The fact that most common risk analysis methodologies are

ased solely on historical data that potentially undermines the ob-

ained results, as an event that occurred in the past may not occur

n the future if the vulnerability has been addressed. Moreover, no

ethodology takes into account black swans, 1 which result in ig-

oring a part of the risk that assets are exposed to. The inclusion

f prediction in risk analysis process, therefore, would allow orga-

izations to widen their knowledge of the contexts of their assets. 

Therefore, any new methodology to compute risks should offer

he most accurate vision possible of the state of an asset’s con-

ext. In ( Jindong et al., 2013 ) a risk prediction method based on

ame theory is presented. It takes into account the cost of attacks

nd defense, the revenues from attack and defense strategies, and

he probability (calculated from a large amount of historical data)

hat an attack strategy succeeds when faced with a particular de-

ense strategy. Calculating the Nash Equilibrium between attack-

rs and defenders’ strategies yields a probability vector of attack-

rs’ strategies, resulting in meaningful information that enables the

est countermeasures to improve information security to be se-

ected. This methodology is applied in a very specific assumed sce-

ario, namely, that all threats come from an attack. However, this

s not always the case, as sometimes threats come from natural

isasters or from internal failures in an application. Below we de-

cribe a generic risk analysis methodology that is applicable in all

cenarios. 

. Proposed information security risk analysis model 

We describe how to include a prediction component in an

nformation risk analysis methodology, specifically in Magerit

 MAGERIT V.3, 2014 ), due to its proximity to the environment

here the research was conducted. This methodology, developed

y the Spanish government, is applied in the case study described

n this paper. Magerit computes two types of risk: (i) potential risk,

nd (ii) residual risk. Potential risk is a theoretical risk that applies

o situations in which no safeguards have been deployed, whereas

esidual risk is the risk after the implementation of safeguards. 

Bellow we explain the computational basis underpinning

agerit and how to include and apply a predictive component in

he risk computations. 
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Table 1 

Equivalence between frequency and probability values. 

Description Frequency range Probability range 

Very high potential (5, 10] (0.70, 1] 

High potential (2, 5] (0.55, 0.70] 

Medium potential (0.50, 2] (0.25, 0.55] 

Low potential (0.10, 0.50] (0.05, 0.25] 

Very low potential [0, 0.10] [0, 0.05] 
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.1. Magerit computational model 

As previously mentioned, Magerit ( MAGERIT V.3, 2014 ) is a

ixed qualitative-quantitative risk analysis methodology, which, to

stimate the quantitative risk of likely damage to a system, com-

utes potential risk (when no safeguards have been deployed) and

esidual risk (when safeguards have been deployed). The potential

nd residual risks of an asset exposed to a threat are calculated as

ollows: 

otential Risk = Frequency × Potential Impact (1) 

otential Impact = Value × Degradation (2) 

where: 

• Frequency represents how often the threat appears (calculated

from historical data and considering how many times the threat

has materialized in the evaluated period, usually a year). 

• Value represents how important the asset is to the organization

(the loss incurred if the asset is no longer available) and is as-

signed on a scale from 0 (not significant) to 10 (very significant)

by the risk analyst (based on their expertise, knowledge of the

SME’s assets, vulnerabilities, and threats, and the importance of

the asset to managers). 

• Degradation is a percentage that represents the damage that a

threat can cause to the asset (0% means no asset degradation,

and 100% means the asset is no longer available). 

esidual Risk = Frequency × Residual Impact (3) 

esidual Impact = Value × ( Degradation × Mitigation ) (4) 

where Mitigation is a percentage that measures the reduction in

sset degradation after safeguards are implemented. 

To calculate the final risk value for a particular asset, these for-

ulas are first applied to each threat to which the asset is exposed

nd then the final risk value is computed as the highest obtained

isk value for all the considered threats. 

As is shown in Eqs. (1) and (3) , one value that directly de-

ermines risk is the frequency of occurrence of a threat. In the

ost common commercial tools implementing Magerit, e.g., PI-

AR ( Procedimiento Informático-Lógico para el Análisis de Ries-

os, 2019 ) and Secitor ( Secitor.com., 2018 ), frequency is obtained

y the security team (from the recorded incidents). Since it re-

ects what has happened along the year, it is partly biased by past

vents. 

As we will see, our predictive model also uses past samples of

hreats to compute the risk, but instead of computing frequency

irectly, a regression model computes the future probability of ma-

erialization of a threat. From this future threat probability value,

e calculate a new frequency that reflects the current state of the

ystem. The regression model thus considers the current state of

ulnerabilities as computed by the risk analyst. 

.2. Proposed computational model 

In order to compute the risk, we replace Eqs. (1) and (3) with

qs. (5) and (7) , where the original frequency has been substituted

y a new frequency ( P TH _Frequency) based on the probability of a

hreat occurring in the future: 

otential Risk = P T H _ Frequency × Potential Impact (5) 

otential Impact = Value × Degradation (6) 
esidual Risk = P T H _ Frequency × Residual Impact (7) 

esidual Impact = Value × ( Degradation × Mitigation ) (8) 

Therefore, we first need to compute the probability of materi-

lization of each threat, and we then need to link the calculated

robabilities with P TH _Frequency, in order to compute the risk. 

To calculate the probabilities several machine learning solutions

re available, e.g., logistic regression ( Harrell and Frank, 2015 ), de-

ision tree algorithms ( Safavian and Landgrebe, 1991 ) or support

ector machines ( Hearst et al., 1998 ). We chose to use logistic re-

ression ( Harrell and Frank, 2015 ), and support vector regression

 Hearst et al., 1998 ), given their advantages for this work. 

Both logistic regression and SVM regression fit with the objec-

ives of the work scenario (i.e., modeling the probability of occur-

ence of a variable from a set of independent values). In this case,

he dependent variable will be threats, and the independent vari-

bles will be vulnerabilities. Thus, each model will represent the

ehavior of a particular threat. 

Thanks to its simplicity, logistic regression allows us an initial

apid approximation to the problem. In addition, a solution based

n logistic regression would allow non-machine learning experts

if it is the case of a company securit analylist) to use the proposed

olution, since no parameters have to be tuned. 

SVM regression allows more complex relationships between

ulnerabilities and threats to be captured, and also enables a fo-

us on the most important vulnerabilities. 

We established equivalence between frequencies and probabil-

ties using a qualitative scale. The scale represented the potential

f a threat, varying from “very high potential” to “very low poten-

ial”. Then, each level of the scale was associated with a range of

requencies and with a range of probabilities, getting them linked.

or instance, the level “very high potential” was associated with

ery high frequently threats (those that happened between 5 to

0 times in the analyzed period) and with very high probability

f materialization threats (those between 0.7 and 1). The whole

quivalence is described in Table 1 . 

The frequencies ranges are defined by the security analyst dur-

ng the analysis of the system. Steps to define the probability

anges are as follows: 

• For each threat we collect a set of samples (as described in

Section 4.1 ). Those samples include a feature called HAPPENED
that indicates whether or not the threat is active. 

• For each threat we estimate the probability from the relative

frequency of the event “HAPPENED = 1” in the corresponding

dataset ( P TH ). That is, P TH will be given by: 

P T H = f T H ± Z α/ 2 

√ 

f T H (1 − f T H ) 

N 

(9) 

where 

• f TH is the relative frequency of event “HAPPENED = 1”, 

• 1 − α is the confidence interval, 

• Z α/2 is the value of the normal distribution at α/2, and 

• N is the number of samples. 
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Table 2 

Equations to calculate equivalence between 

probability and frequency values. x represents 

the probability of a threat and y represents the 

equivalent frequency. 

Description Slope formula 

Very high potential y = (5 / 0 . 3) x − 20 / 3 

High potential y = (3 / 0 . 15) x − 9 

Medium potential y = (1 . 5 / 0 . 3) x − 0 . 75 

Low potential y = 2 x 

Very low potential y = 2 x 

Table 3 

Overview of the SME analyzed in the case study. 

SME characteristics 

Founded 1999 

Number of sites 2 

Number of employees 27 

Number of user equipment 27 

Third party relationships Yes 

Network infrastructure Segmented networks, DMZ, VPN 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 4 

List of key assets. 

Asset ID Description Potential risk Residual risk 

7 Internet Connection 12.67 20.00 

11 DMZ 16.89 26.67 

26, 27 Palo Alto 2050 IPS 33.33 33.33 

45 Development Server 26.67 26.67 

149 Client Portal 26.75 14.80 

198 Client Data 36.35 46.89 
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Confidence intervals are set to 1- α = 0.96. 

• Probability ranges are defined from the frequency ranges, start-

ing with the set of threats with frequencies in the “very high

potential” range, the lowest probability of the set determines

the lower bound of the “very high potential” range of probabil-

ities. We repeat this process with the remaining ranges. 

For the calculus we considered all the threats datasets available

from the analyzed SME, i. e., not only those analyzed in the case

study presented in this article. 

From the previous information, it was possible to obtain equa-

tions that relate frequencies and probabilities, as shown in Table 2 .

These formulas are the dot-slope equations of the lines described

with bounds in Table 1 . 

Using these data and formulas, we could calculate new equiv-

alent values for frequencies and calculate risks using the new

methodology. 

With this information, which implicitly includes the numeric

probability of occurrence of a threat, the organization will be able

to effectively focus on the most important risk because: 

• They will have reliable information on the state of the assets

and of potential threats that could damage them. 

• They will be able to anticipate possible incidents, because they

will know what threats are more likely based on the real state

of the organization’s systems. 

4. Results 

4.1. Case description 

The case study of risk analysis performed using the proposed

methodology was conducted at an SME in Spain. Table 3 sum-

marizes the principal features of the SME (minimum details are

provided to preserve confidentiality and anonymity). To define the

scenario -identify assets and their dependencies, threats and vul-

nerabilities, and the corresponding relationships, as well as the

safeguards in place- we conducted personal interviews with sys-

tem administrators and managers, and reviewed facilities and sys-

tems documentation. The scenario was further depicted using a

database containing historical data on threats. Database samples

included information about the threat, evaluation values of vulner-

abilities related to that specific threat, and whether the threat was

active, at the moment of sampling. The evaluation of vulnerabili-
ies represented the state of each vulnerability, once evaluated by

he system’s risk analyst. 

We refer the reader to Figueira (2019) for a detailed descrip-

ion of the SME’s identified assets, threats, and vulnerabilities.

ere, to simplify the analysis and validate the proposed method-

logy, we use a subset of key assets in terms of the high associ-

ted risk, listed in Table 4 . The potential and residual risks (see

qs. (1) and (3) ) were calculated using Secitor ( Secitor.com., 2018 ),

 commercially available application designed for integral manage-

ent of information security that includes a risk analysis module

ased on the Magerit methodology ( MAGERIT V.3, 2014 ). Secitor

lso includes a module that reflects dependencies between assets.

he existing dependencies between the key assets ( Table 4 ), re-

ected in Fig. 1 , were determined by the risk analysts (based on

heir own expertise) in an evaluation of the system, supported by

essus ( Tenable., 2018 ) and CVSS ( Common Vulnerability Scoring

ystem, 2019 ). Note that the residual risk depends on the imple-

ented safeguards, which means that it will decrease or increase

ith regard to potential risk if the safeguards turn out to be un-

uitable, as happened for instance, with assets 7 (Internet Connec-

ion) and 198 (Client Data). 

Once the set of assets was identified, they had to be contex-

ualized by determining which vulnerabilities and threats affected

ach. From the analysis carried out on the SME, we extracted

he set of vulnerabilities listed in Table 5 . In choosing the set

f vulnerabilities, an extra effort to measure each independently

as done; thus, instead of considering “Absence of security guide-

ines” as a whole, we broke it down into seven different vulnera-

ilities (VUL_57, VUL_58, VULN_68, VULN_71, VULN_74, VULN_77,

ULN_78 and VULN_81) that reflected specific aspects of the ini-

ial vulnerability. Although vulnerabilities are defined as indepen-

ent (because there is no dependence between the factors that

ause them), it is important to highlight the fact that vulnerabil-

ties could still be related to each other, whether by the context in

hich they are evaluated or by the internal processes of the SME. 

The evaluation parameter describes the state of each vulnera-

ility on a scale 0 to 10, where 0 indicates that a vulnerability has

een resolved, and 10 that a vulnerability remains fully exploitable.

s for dependencies, those values were calculated by risk analysts

ased on their expertise. Vulnerabilities are considered as risk trig-

ers, as they are evaluated individually considering their real state.

n this way it is possible to reflect, for instance, whether a guide-

ine has been correctly developed (corresponding to a 0 vulnera-

ility value), if it is well developed but could be improved (a 3-4

ulnerability value), if it is well developed but is defective (a 7-

 vulnerability value), or if it has not been deployed at all (a 10

ulnerability value). 

Regarding threats, we found twenty different crucial threats to

he identified assets and vulnerabilities: 

• TH_004 - Line eavesdropping. 

• TH_005 - Unauthorized use of IT systems. 

• TH_006 - Unauthorized use of remote maintenance connec-

tions. 

• TH_013 - Improper use of administrator privileges. 

• TH_015 - Malware. 
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Fig. 1. Asset dependencies. 

Table 5 

List of vulnerabilities considered for the SME. 

Vulnerability Name Evaluation 

VULN_05 Absence of an efficient configuration change control 5 

VULN_08 Unprotected storage 6 

VULN_09 Access Control not deployed 10 

VULN_10 Uncontrolled copies 7 

VULN_12 Known software vulnerabilities 9 

VULN_13 Users do not logout when they leave their workplace 7 

VULN_15 Absence of audit signs 5 

VULN_16 Poor assignation of access permissions 7 

VULN_17 Widely distributed software 6 

VULN_23 Absence of adequate identification and user authorization mechanisms 6 

VULN_24 Password tables without protection 5 

VULN_25 Inadequate management of passwords 6 

VULN_27 Immature or very new software 4 

VULN_29 Absence of effective change control 4 

VULN_30 Download and installation of uncontrolled software 3 

VULN_34 Absence of assurance on sending and receiving messages 4 

VULN_35 Communication lines unprotected 4 

VULN_36 Sensitive network traffic unprotected 3 

VULN_38 Single points of failure 1 

VULN_39 Absence of identification and authorization of sender and receiver 8 

VULN_40 Network architecture unsecured 8 

VULN_41 Password transmissions in clear text 3 

VULN_42 Sensitive information transmission in clear text 3 

VULN_43 Inappropriate network management 8 

VULN_44 Connections with public network unprotected 8 

VULN_46 Inadequate recruitment procedures 2 

VULN_47 Insufficient security training 7 

VULN_48 Hardware or software misuse 6 

VULN_52 Absence of guidelines for the correct use of telecommunications 6 

VULN_57 Absence of guidelines for the addition of new users 4 

VULN_58 Absence of guidelines for supervising rights access 7 

VULN_61 Absence of audit and regular supervision 6 

VULN_62 Absence of risk identification procedures 6 

VULN_63 Absence of incident or failure reports in the logs of operators and administrators 9 

VULN_65 Absence of change management procedures 6 

VULN_68 Absence of guidelines to allow users access to information 7 

VULN_71 Absence of guidelines related to the use of corporate e-mails 4 

VULN_72 Absence of software installation procedures in different OS 5 

VULN_73 Absence of operator and administrator records 7 

VULN_74 Absence of guidelines related to classified information management 5 

VULN_77 Absence of guidelines related to disciplinary procedures in case of security incidents 2 

VULN_78 Absence of guidelines related to mobile device management 6 

VULN_80 Absence of clean screens and tables policies 6 

VULN_81 Absence of authorization to access information processing devices 9 

VULN_82 Absence of monitoring mechanisms to avoid theft or incidents 10 

VULN_86 Absence of a security policy 7 

VULN_87 Absence of developed safety regulations 7 

VULN_88 Absence of surveillance in the building 3 
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Table 6 

Threats and the related vulnerabilities in the SME. 

Threat Related vulnerabilities 

TH_004 VULN_35, VULN_36, VULN_40, VULN_42, VULN_44 

TH_005 VULN_09, VULN_23, VULN_39, VULN_48, VULN_58, VULN_82, VULN_86 

TH_006 VULN_15, VULN_44, VULN_73 

TH_013 VULN_13, VULN_15, VULN_46, VULN_53, VULN_57, VULN_58, VULN_61, VULN_73, VULN_82 

TH_015 VULN_12, VULN_17, VULN_30, VULN_47, VULN_62, VULN_71, VULN_72, VULN_86 

TH_016 VULN_24, VULN_25, VULN_34, VULN_36, VULN_39, VULN_41, VULN_58, VULN_62, VULN_80, VULN_82 

TH_023 VULN_13, VULN_80, VULN_86, VULN_87, VULN_88 

TH_024 VULN_10, VULN_16, VULN_17, VULN_27, VULN_30, VULN_48 

TH_025 VULN_38, VULN_43, VULN_44 

TH_026 VULN_05, VULN_29, VULN_40, VULN_65, VULN_82 

TH_029 VULN_08, VULN_25, VULN_29, VULN_30, VULN_39, VULN_40, VULN_48, VULN_62, VULN_78, VULN_82 

TH_044 VULN_09, VULN_15, VULN_16, VULN_58 

TH_045 VULN_09, VULN_81 

TH_046 VULN_36, VULN_40, VULN_41, VULN_42, VULN_43, VULN_44 

TH_047 VULN_35, VULN_39, VULN_40, VULN_81 

TH_048 VULN_57, VULN_58, VULN_68, VULN_74 

TH_145 VULN_09, VULN_16, VULN_78 

TH_146 VULN_08, VULN_09, VULN_40, VULN_44, VULN_81 

TH_147 VULN_12, VULN_43 

TH_148 VULN_09, VULN_16, VULN_52, VULN_71, VULN_77 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2. Threat TH_046 samples. 
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• TH_016 - Impersonation. 

• TH_023 - Capturing information using video. 

• TH_024 - Introduction of malicious code. 

• TH_025 - Denial of service due to a hacker attack. 

• TH_026 - Deliberate alteration of system configuration data. 

• TH_029 - Backdoor access. 

• TH_044 - Unauthorized use of access rights: use of credentials

without prior authorization to access SME data. 

• TH_045 - Uncontrolled resources usage: use of SME resources

without authorization or control. 

• TH_046 - Insufficient protection of network connection: poor

protection of SME communication networks. 

• TH_047 - Uncontrolled use of telecommunications: use of SME

communication lines without any control over the communica-

tions. 

• TH_048 - Inappropriate management of access permissions:

handling of credentials and access identifications to the SME

systems in an inappropriate manner. 

• TH_145 - Inappropriate remote authentication system: wrong

remote user authentication in access to the SME systems. 

• TH_146 - Hacking: occurrence of an attack against the IT infras-

tructures of the SME, with the attacker trying to access both

systems and stored data. 

• TH_147 - Wi-Fi vulnerability: wrong Wi-Fi configuration or vul-

nerable Wi-Fi protocols allowing access to the IT systems of the

SME without authorization. 

• TH_148 - Unauthorized access to distribution lists: unautho-

rized access to the distribution lists of the SME. 

To comprehensively define the scenario, we asociated threats

with vulnerabilities that could induce their materialization, as de-

picted in Table 6 . Establishing the relationships between threats

and vulnerabilities is a costly and complex process, since there

is a large number of variables to consider in each scenario. Cur-

rently, several regulations such as Magerit (or ISO 27005) has al-

ready done this work to a high level of reliability. In this arti-

cle, we part from Magerti regulation. For instance, through the

years, security experts have considered that the vulnerabilities

“single point of failure” (VULN_38), “inappropriate network man-

agement” (VUL_43) and “unprotected connections to public net-

works” (VULN_44) are some of the main vulnerabilities we need

to face in order to deal with a Denial of Service (TH_025). This has

been recorded in Magerit, and therefore we have used it in our

work. 
Note that the identification of assets, threats and vulnerabilities,

he determination of dependencies and the discovery of relation-

hips, are common tasks for both Magerit and our proposal. 

Finally, in order to apply our approach, we need two kinds of

dditional data for the evaluated period (one year): the frequency

f materialization of each threat, and a set of samples for each

dentified threat. 

Samples are colleted by a platform that, with a periodicity de-

ending on each system, obtains the evaluation value of each vul-

erability. The time of sampling is also recorded. Afterwards, when

 security incident is detected by a company security analyst, a se-

urity auditor or a third party, all the samples of the threat(s) in-

olved in the incident are marked active during the time period in

hich systems and assets were compromised. 

Each sample in a threat dataset contained the following infor-

ation: 

• A list of all the vulnerabilities that apply to a particular threat. 

• The evaluation value of each listed vulnerability, as obtained by

the risk analyst (based on his/her knowledge and expertise) or

by the platform at the time of sampling. Evaluation values re-

flect the state of the system at that particular moment, consid-

ering among other things, the implemented safeguards. 



P. Tubío Figueira, C. López Bravo and J.L. Rivas López / Computers & Security 88 (2020) 101609 7 

Table 7 

Number of samples: total, training and testing. 

Threat Total no. No. training No. testing Threat Total no. No. training No. testing 

of samples samples samples of samples samples samples 

TH_004 902 720 181 TH_005 673 538 135 

TH_006 780 624 156 TH_013 705 564 141 

TH_015 535 428 107 TH_016 1623 1298 325 

TH_023 595 476 119 TH_024 727 581 146 

TH_025 3044 2435 609 TH_026 606 484 122 

TH_029 1813 1450 363 TH_044 1650 1320 330 

TH_045 826 660 166 TH_046 2400 1920 480 

TH_047 1321 1056 265 TH_048 1981 1584 397 

TH_145 1981 1584 397 TH_146 3241 2592 649 

TH_147 1006 804 202 TH_148 2820 2256 564 
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Table 8 

SVM tuning parameters. 

Threat C best γ best k best Threat C best γ best k best 

TH_004 0.080 2 −5 6 TH_005 0.500 2 −5 6 

TH_006 0.070 2 −5 6 TH_013 4.300 2 −13 6 

TH_015 7.500 2 −13 6 TH_016 8.300 2 −14 6 

TH_023 0.200 2 −6 6 TH_024 0.120 2 −7 6 

TH_025 0.007 2 −3 6 TH_026 0.400 2 −7 6 

TH_029 0.005 2 −6 6 TH_044 1.100 2 −12 4 

TH_045 0.030 2 −4 6 TH_046 0.09 2 −9 6 

TH_047 0.300 2 −10 4 TH_048 5.500 2 −15 6 

TH_145 0.003 2 −3 6 TH_146 0.002 2 −4 6 

TH_147 0.030 2 −5 6 TH_148 9.800 2 −17 6 
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• A feature (called HAPPENED ) indicating whether or not the

threat was active at the time of sampling, and considering the

current state of the system (vulnerabilities and their evaluation

values). 

Fig. 2 shows a subset of samples corresponding to threat

H_046. 

To collect enough data to develop a valid model, the scenario

as replicated in multiple locations, and between 500 and 3200

amples were collected for each threat (depending on its nature

nd the related events in the evaluated time period). 

.2. Obtaining threat models 

To obtain the models for each threat, we used the R pack-

ges Classification And Regression Training (Caret, 2 v.6.0–84) and

ernel-Based Machine Learning Lab (Kernlab, 3 v.0.9-27). 

For each threat, we used the 80% of the available samples for

raining, and the remaining 20% for testing. During the training

hase, we use k -fold cross-validation ( Stone, 1974 ) to find the best

odels. Table 7 shows the number of available samples of each

hreat, and the number of samples used for training and testing. 

.2.1. Logistic regression 

The logistic regression method determines the best model that

escribes the relationship between a dependent variable of inter-

st and a set of independent variables that influence the variable

f interest. As a result, logistic regression yields the probability of

ccurrence of the dependent variable, calculated as follows: 

p = 

1 

1 + e 1 −(β0 + β1 x 1 + β2 x 2 + ···+ βm x m ) 
(10) 

here x i represents each of the independent variables and where

i are the coefficients generated by the logistic regression. Apply-

ng this algorithm to our scenario, it is possible to read β i as a

escription of each vulnerability, and the model as representing

he behavior of a particular threat. As we will see in the valida-

ion section, a threat is considered to occur if p is higher than a

iven threshold. 

In order to determine the number of folds for the implemen-

ation of cross-validation, we tested different values of k ranging

rom 3 to 12. The best models -in this case, those with the highest

UC- were achieved for k = 7 . 
2 Max Kuhn (2008). Caret package. Journal of Statistical Software, 28(5), https: 

/github.com/topepo/caret/ . 
3 Alexandros Karatzoglou, Alex Smola, Kurt Hornik, Achim Zeileis (2004). kernlab 

 An S4 Package for Kernel Methods in R. Journal of Statistical Software 11(9), 1-20. 

ttp://www.jstatsoft.org/v11/i09/ . 

t

 

.2.2. SVM regression 

SVM learning is based on mapping samples into a high-

imensional space in order to obtain an optimal separating hyper-

lane that maximizes the sum of the distances between the two

lasses considered in this space. In our scenario, for each threat,

VM is used to obtain the hyperplane that separates samples in

hich the HAPPENED flag equals “one” (the threat occurs), from

amples in which the HAPPENED flag equals “zero” (the threat

oes not occur). 

In this paper we used ε-supported vector regression, with

= 0 . 1 and a Gaussian Radial Basis Function (RBF) kernel

 Vapnik, 1995 ). The value of ε defines the margin of tolerance

here no penalty is associated with points predicted within a dis-

ance ε from the actual value. In order to select the SVM parame-

ers ( C, γ ), we use cross-validation and grid search. 

The regularization parameter C represents a trade-off between

raining error and model complexity. The search range for C was

0.0 01,10], in 0,0 01 steps. The width kernel parameter γ can be in-

erpreted as the inverse of the radius of influence of the training

amples selected by the model as supported vectors. The search

ange for γ was [ 2 −20 , 1], multiplying by 2 in each step. To deter-

ine the number of folds for the cross-validation, we conducted

 search from k = 3 to k = 12 . The best models, in terms of Root

ean Square Error (RMSE), were obtained for k = 4 and k = 6 . 

Table 8 shows a summary of the parameter values used to gen-

rate models for each threat. 

.3. Validating threat models 

In order to validate the results obtained for the threat models,

he following indicators were considered: 

• Accuracy: ratio for true positives and true negatives using all

the samples. 

Accuracy = 

T rue P ositi v es + T rue Negati v es 
(11) 
Number of samples 

http://www.github.com/topepo/caret
http://www.jstatsoft.org/v11/i09/


8 P. Tubío Figueira, C. López Bravo and J.L. Rivas López / Computers & Security 88 (2020) 101609 

Table 9 

Logistic regression: validation parameters. 

Logistic regression 

Threat NIR Accuracy Precision Recall Specificity F-score 

TH_004 0.5894 0.8619 0.7414 0.8113 0.8828 0.7747 

TH_005 0.5260 0.9185 0.9000 0.8823 0.9405 0.8911 

TH_006 0.6789 0.8141 0.6889 0.6739 0.8727 0.6813 

TH_013 0.5186 0.8369 0.8194 0.8551 0.8194 0.8369 

TH_015 0.5070 0.8130 0.7719 0.8627 0.7678 0.8148 

TH_016 0.5166 0.8123 0.8121 0.8448 0.7748 0.8282 

TH_023 0.6842 0.8487 0.8182 0.6923 0.9250 0.7500 

TH_024 0.6172 0.8561 0.8113 0.7963 0.8913 0.8037 

TH_025 0.6125 0.8177 0.7368 0.7333 0.8621 0.7350 

TH_026 0.6446 0.8678 0.8000 0.8000 0.9012 0.8000 

TH_029 0.5321 0.7741 0.7318 0.7939 0.7575 0.7616 

TH_044 0.5651 0.7818 0.7686 0.7153 0.8333 0.7410 

TH_045 0.5575 0.8303 0.8286 0.7838 0.8681 0.8055 

TH_046 0.6730 0.8542 0.8042 0.7301 0.9140 0.7654 

TH_047 0.5056 0.8409 0.8500 0.8095 0.8695 0.8293 

TH_048 0.5549 0.8131 0.7696 0.8059 0.8186 0.7873 

TH_145 0.5233 0.8358 0.8350 0.8308 0.8408 0.8329 

TH_146 0.5027 0.8395 0.8557 0.8131 0.8654 0.8339 

TH_147 0.5758 0.8209 0.8333 0.7143 0.8974 0.7692 

TH_148 0.5426 0.8450 0.8272 0.8380 0.8509 0.8326 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 10 

SVM regression: validation parameters. 

SVM 

Threat NIR Accuracy Precision Recall Specificity F-score 

TH_004 0.5894 0.8564 0.7288 0.8113 0.8750 0.7679 

TH_005 0.5260 0.8963 0.8246 0.9216 0.8810 0.8704 

TH_006 0.6789 0.8205 0.6667 0.7826 0.8364 0.7200 

TH_013 0.5186 0.8723 0.8072 0.9710 0.7778 0.8816 

TH_015 0.5070 0.8224 0.7424 0.9608 0.6964 0.8376 

TH_016 0.5166 0.8092 0.7800 0.8965 0.7086 0.8342 

TH_023 0.6842 0.8571 0.8235 0.7179 0.9250 0.7671 

TH_024 0.6172 0.8493 0.7758 0.8333 0.8587 0.8036 

TH_025 0.6125 0.8227 0.7277 0.7762 0.8471 0.7512 

TH_026 0.6446 0.8595 0.7556 0.8500 0.8642 0.8000 

TH_029 0.5321 0.7438 0.6714 0.8545 0.6151 0.7520 

TH_044 0.5651 0.8152 0.7823 0.7986 0.8280 0.7904 

TH_045 0.5575 0.8424 0.8333 0.8108 0.8681 0.8219 

TH_046 0.6730 0.8771 0.7833 0.7616 0.9300 0.7958 

TH_047 0.5056 0.8333 0.8254 0.8254 0.8406 0.8254 

TH_048 0.5549 0.8106 0.7387 0.8647 0.7699 0.7967 

TH_145 0.5233 0.8459 0.8317 0.8615 0.8308 0.8463 

TH_146 0.5027 0.8364 0.8413 0.8255 0.8471 0.8333 

TH_147 0.5758 0.8308 0.8378 0.7381 0.8974 0.7848 

TH_148 0.5426 0.8546 0.8094 0.8858 0.8290 0.8459 
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• Precision: ratio for true positives and the sum of true and false

positives, interpretable as the positive value ratio. 

P recision = 

T rue P ositi v es 

T rue P ositi v es + F alse P ositi v es 
(12)

• Recall/sensitivity: ratio between true positives and the sum of

true positives and false negatives, interpretable as the predic-

tive positive value ratio. 

Recall = 

T rue P ositi v es 

T rue P ositi v es + F alse Negati v es 
(13)

• Specificity: ratio for true negatives and the sum of true nega-

tives and false positives, that is, the portion of actual negatives

that are correctly identified as such. 

Speci f icity = 

T rue Negati v es 

T rue Negati v es + F alse P ositi v es 
(14)

• F-score: harmonic average for precision and recall. 

F − score = 2 × P recision × Recall 

P recision + Recall 
(15)

• No Information Rate (NIR): is the largest proportion of the ob-

served classes. 

NIR = max 

(
T rue P ositi v es + F alse Negati v es 

Number of samples 
, 

T rue Negati v es + F alse P ositi v es 

Number of samples 

)
(16)

To validate the models we used the 20% of the samples, re-

served for testing. 

4.3.1. Logistic regression validation 

A threat sample is considered to be positive if the probability

obtained by the corresponding model is equal to or higher than

0.5. Once the sample is classified, it is compared with the real be-

havior as recorded in the dataset. That is, a threat sample is con-

sidered a “True Positive” if it is classified as positive and the cor-

responding HAPPENED feature in the dataset equals one. Accord-

ingly, a threat sample is considered a “True Negative” if it is clas-

sified as negative and the corresponding HAPPENED feature in the

data set equals zero. 

Table 9 shows the results for each validation indicator. It can be

observed that all validation parameters (taking NIR off) are above
0% (except for precision in TH_006), and most are above 80%. No

lear trend is observed regarding whether failure occurs more with

ositive or negative classification: for some of the models recall

s better, for some others specificity is better, and in all cases the

_score is above 70%. Accuracy is above 80% in all the cases, and

urpasses the NIR by at least 13.52 percentage points. For those

easons, we believe that logistic regression models are reliable. 

.3.2. SVM regression validation 

As in the previous section, a threat sample is considered to be

ositive if the probability obtained by the corresponding model is

qual to or higher than 0.5, and it is considered a “True Positive”

“True Negative”) if it is classified as positive (negative) and the

orresponding HAPPENED feature in the dataset equals one (equals

ero). 

Table 10 shows the results for each validation indicator. The re-

ults are quite similar to those for logistic regression, even slightly

etter if we consider average accuracy, recall and F_Score, although

lightly worse if we consider average specificity. However, it should

e noted that, in this scenario, false negatives are less harmful than

alse positives (in the sense that is more important to consider a

on-dangerous threat than fail to consider a dangerous one). 

.4. Probabilities and frequency computing 

Once the regression models were defined, they were applied to

ll the threats arising in the scenario described in Section 4.1 , and,

sing the vulnerability evaluation values given in Table 5 -as the

nputs of the models, the probability of the materialization of each

hreat was calculated. Results are shown in Table 11 . 

The original frequency values used for the recalculated fre-

uency values were obtained as the degree of materialization of

 threat in the previous year. The method used to recalculate fre-

uencies is described in Section 3.2 . The original frequency values

nd the new frequency values are also shown in Table 11 . 

Note that the recalculated frequencies may be lower or higher

han the original frequencies based only on historical data. How-

ver, the new values more precisely reflect the current scenario,

ecause the current state of vulnerabilities is considered in calcu-

ating them. That is, the goal of the proposed methodology is not

o reduce the risk, but to ensure that the calculated risk better re-

ects the current state of the system. 
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Table 11 

Original frequency values, probabilities and recalculated frequency values of each identified 

threat. 

Threath ID SVM LR Original SVM LR 

Probability Probability Frequency P TH _ Frequency P TH _ Frequency 

TH_004 0.5627 0.6369 0.50 2.25 3.74 

TH_005 0.9460 0.9942 0.50 9.03 9.90 

TH_006 0.7357 0.7026 0.50 5.60 5.04 

TH_013 0.8249 0.8598 0.05 7.08 7.66 

TH_015 0.8020 0.8833 10.0 6.70 8.06 

TH_016 0.7653 0.8412 10.0 6.09 7.35 

TH_023 0.5644 0.5004 0.10 2.29 1.75 

TH_024 0.6598 0.6556 0.05 4.20 4.11 

TH_025 0.5521 0.4776 0.05 2.04 1.64 

TH_026 0.5684 0.4618 0.01 2.37 1.56 

TH_029 0.8298 0.8470 2.00 7.16 7.45 

TH_044 0.6908 0.6136 10.0 4.82 3.27 

TH_045 0.9590 0.9045 10.0 9.32 8.41 

TH_046 0.4597 0.3806 1.00 1.55 1.15 

TH_047 0.7280 0.7004 10.0 5.47 5.01 

TH_048 0.5303 0.4843 5.00 1.90 1.67 

TH_145 0.7791 0.7469 2.00 6.32 5.78 

TH_146 0.8526 0.7831 5.00 7.54 6.39 

TH_147 0.8287 0.7860 10.0 7.15 6.43 

TH_148 0.4590 0.3855 3.00 1.55 1.18 

Table 12 

Risks for key SME assets. 

Asset ID Description Potential risk Residual risk Potential risk Residual risk Potential risk Residual risk 

(historical) (historical) (SVM prediction) (SVM prediction) (LR prediction) (LR prediction) 

7 Internet Connection 12.67 20.00 17.27 27.27 18.35 28.98 

11 DMZ 16.89 26.67 43.97 69.61 46.73 73.97 

26, 27 Palo Alto 2050 IPS 33.33 33.33 5.03 5.03 5.35 5.35 

45 Development Server 26.67 26.67 17.27 17.27 21.41 21.41 

149 Client Portal 26.75 14.80 14.39 7.96 15.30 8.46 

198 Client Data 36.35 46.89 68.60 88.49 72.89 94.03 
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Note also that threats with the same original frequency value

btained different recalculated frequency values; this is a conse-

uence of the application of probability values obtained in the re-

ression models. In conclusion, the model was capable of adapting

o current and future conditions of the evaluated context based on

he obtained probabilities. 

.5. Discussion 

Table 12 , which shows the risk values for the key assets, com-

ares the results obtained by the predictive model and by an

istorical-based model. 

It can be observed that the risk for all the key assets changed,

ncreasing for some (7, 11, 198), and decreasing for others (26, 27,

5, 149). This is the result of a clearer vision of the current state of

he system obtained once prediction was incorporated in the sce-

ario. When data were calculated only using historical data, the

ethodology was based on biased information, because possible

ctions (fixes or safeguards) addressing vulnerabilities were not

onsidered in threat frequency calculations. However, when data

re calculated using the predicted probabilities, the current state

f the vulnerabilities is considered. As a consequence, the calcu-

ated risk responds to a more updated scenario. Calculating such

ighter risk values will allow organizations to focus their efforts

nd investments on threats with higher probabilities of future ma-

erialization. 

. Conclusions 

In this paper we have proposed an alternative predictive model

or risk analysis methodologies, particularly for Magerit, the open-
ource risk analysis and management methodology developed by

he Spanish government. The proposal is based on a modifying risk

alculation by substituting past (historical) threat frequencies with

uture threat probabilities taking into account current system vul-

erabilities. 

Forecasting threat occurrence probabilities instead of compil-

ng historical data, in shifting the focus from the past to the fu-

ure, ensures better knowledge of the system and produces re-

ults for the current state that are more accurate and therefore

ore valuable. These better results mean that organizations can

ocus on the most dangerous threats and so implement better tar-

eted and more efficient safeguards, which, in turn, will reduce

amage and losses and improve information security overall. Com-

ared to traditional risk analyses based solely on historical data,

his new approach facilitates the adaption to system changes, since

he calculated probabilities vary as the status of vulnerabilities

aries. 

To calculate the probabilities, we proposed two well-known

pproaches, namely, logistic regression and SVM regression mod-

ls. Although both provide good results, logistic regression models

ould appear to be a good alternative, as models are simpler to

une, and less time consuming. 

Since the proposed methodology can be easily automatized,

articularly in the case of logistic regression (with no parameters

o tune), it can feasibly be integrated into risk analysis tools such

s PILAR and Secitor. 

The proposed methodology was validated by a case study car-

ied out in a business environment and using real data. The ob-

ained results were satisfactory opening the door to further anal-

ses using more sophisticated machine learning techniques to im-

rove the calculation of probabilities. 
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